VISA

Support Materials for
Communication

This is an example of a shortened
version of a staff handbook that
outlines how you can explain SCA to
your staff.

These materials can be placed near
checkout counters in stores and used to
train new staff.



IMPORTANT INFORMATION:

The information in this document is provided "as is” and intended for informational
purposes only; it should not be relied upon for operational, marketing, legal, technical,
financial, tax, or other advice. You should consult your legal counsel to determine what
laws and regulations may apply to your specific circumstances. The actual costs, savings
and benefits to be realized as a result of implementing any recommendations or
programs may vary based on your specific business needs and program requirements. By
their nature, recommendations are not guarantees of future performance or results, and
they are subject to risks, uncertainties, and assumptions that are difficult to predict or
quantify. Visais not responsible for your use of the information contained herein
(including errors, omissions, inaccuracy, or non-timeliness of any kind) or any
assumptions or conclusions you might draw from its use. Visa makes no warranty,
express or implied, and explicitly disclaims the warranties of merchantability and fitness
for a particular purpose, any warranty of non-infringement of any third party's
intellectual property rights. To the extent permitted by local law, Visa shall not be liable to
a client or any third party for any damages under any theory of law, including without
limitation, any special, indirect, incidental or punitive damages, nor any damages for loss
of business profits, business interruption, loss of business information, or other monetary
losses, even if advised of the possibility of such damages.

As a new regulatory framework in the evolutionary ecosystem, SCA requirements still need
to be clarified for some use cases. This document represents the evolution of Visa's
thinking, but it should not be considered as a final position or as legal advice, and itis
subject to change in accordance with guidance and clarifications-of the competent
authorities. Visa reserves the right to revise this document pending further regulatory
developments.



Important to know

These changes are being implemented to enhance customer protection and
ensure that payments are made only by legitimate Visa cardholders.

What to do if authenticationis
required?

When a customer makes a payment with a Visa card, he may be prompted to
complete an additional security step to verify his identity using an
authentication method chosen by the bank. This is called two-factor
authentication, which means the customer must provide information from at
least two different categories listed below:

Knowledge - for example, a password, PIN.
Possession - for example, a card, a mobile phone or other device;

Inherence - for example, aniris scan, facial recognition or
fingerprint.

o Ifthe customer’s contactless transaction requires authentication, ask
him to enter his PIN to complete the purchase.

o Ifthetransactionis declined, advise the customer to insert the card
into the terminal and enter his PIN to complete the payment using chip
and PIN.

o Iftheissue persists, ask the customer to contact his issuing bank for
further assistance.



